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Abstract. The Internet based distributed large scale information systems implement attribute based access control (ABAC) rather than Role Based Access Control (RBAC). The reason is that the Internet is identity less and that ABAC scales better. EXtensible Access Control Markup Language is standardized language for wtitting access control policies, access control requests and access control responses in ABAC. XACML can provide decentralized administration and credentials distribution. In year 2002 version of CEN ENV 13 606 attributes have been attached to EHCR components and in such a system ABAC and XACML have been easy to implement. This paper presents writing XACML policies in the case when attributes are in hierarchical structure. It is presented two possible solutions to write XACML policy in that case and that the solution when set functions are used is more compact and provides 10% better performances.
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Introduction 

Access control is the process of mediating every request to data and services maintained by a system and determining whether the request should be granted or denied. A typical access control and authorization scenario includes three main entities -- a subject, a resource, and an action -- and their attributes. A subject makes a request for permission to perform an action on a resource. For example, in the access request, "Allow the finance manager to create files in the invoice folder on the finance server", the subject is the "finance manager," the target resource is the "invoice folder on the finance server," and the action is "create files." In such a context "It is allowed to the finance manager to create files in the invoice folder on the finance server" is the part of a security policy.
In a healthcare information system, for example,  access control to a medical record can be limited only to users with an appropriate role and belonging to a provider and the access can be allowed only during an episode of care. According to Comitee European de Normalisation [1] ENV 13606 access control model “Role”, “Healthcare agent” and “Episode of care” are to be attributes of medical record. It is supposed that security policy is “If a user presents the same attributes as they are connected to a medical record, access will be allowed.” That is, a user has to present his attributes: role, provider and episode of care. The problem which is considered in this paper is related to CEN 13606 based access control in large scale healthcare information systems such as national and regional electronic healthcare record. The main problem in such an information system is that there are large numbers of attributes. Control of them can be simplified if they are hierarchically organised [2], [3]. 

XACML is an OASIS [4] standard that describes both a policy language and an access control decision request/response language (both written in XML). The typical setup is that someone wants to take some action on a resource, so the elements of request are user’stributes, action and resource to be accessed. The request/response language lets you form a query to ask whether or not a given action should be allowed and interpret the result. The response always includes an answer about whether the request should be allowed using one of four values: Permit, Deny, Indetreminate or Not Applicable.

The currency that XACML deals in is attributes. Attributes are named values of known types. Specifically, attributes are characteristics of the subject, Resource, Action or Environment in which the access request is made. A user’s name, their security clearance, the file they want to access, and the time of day are all attribute values. When a request is sent to a Policy Decision Point (PDP) (which makes decision), that request is formed almost exclusively of attributtes, and they will be compared to attribute values in a policy to make the access decision.
1. CEN ENV 13 606 Access Control Model

The main item in the CEN healthcare information system architecture (CEN, 2002) standard is an Architectural Component. The Architectural Components are organised in a hierarchical structure. Each Architectural Component has a reference to access control list for that component defined as Distribution Rules. A Distribution Rule comprises classes Who, Where, When, Why and How which define who, where, when, why and how is allowed to access the component (Table 1). To access the system a user presents his attributes that correspond to attributes of class Who, When, Where, Why and How. Classes Who, When, Where, Why and How are processed with operator AND. There can be one or more DR attached to AC and they are processed with operator OR.
Table 1. Distribution Rule’s Attributes
	Class 
	Attribute
	Type

	Who
	Profession

Specialisation

Engaged in care

Healthcare agent
	String

String

Boolean

Class

	When
	Episode of care

Episode reference
	String

String

	Where
	Country

Legal requirement
	String

Boolean

	Why
	Healthcare process code

Healthcare process text

Sensitivity class

Purpose of use

Healthcare party role
	String

String

String

Class

Class

	How
	Access method

Consent required

Signed

Encrypted

Operating system security rating

Hardware security rating

Software security rating
	String

Class

Boolean

Boolean

String

String

String


2. The Need for the Use of XACML Access Control Policy

XACML is being increasingly adopted in large enterprise systems for specifing access control policies. It provides decentralized policies and their integration in such large distributed systems with multiple autonomous parties. Without standardized access control language, managing access control in such systems can be nightmare. In traditional Role Based Access Control new permission requires new role and it can lead to a forest of roles in large distributed system. Within a system with hierarchical resources such a solution is more complex furthermore. With Attribute Based Access Control solution presented in this paper, there are atomic permissions (read, write, delete Architectural Component) and Access Control Policy. Hierarchical resources are managed using hierarchical attributes.
3. Sun’s XACML API

This paper presents work with Sun’s version of XACML [5]. Sun’s XACML has supported only XACML 1.0 and not XACML 2.0 yet.  XACML 2.0 supports Security Access Control Markup Language (SAML) protocol which is enveloping protocol and provides standardized protocol for encryption and decryption of attributes and policies on the net. 

Since Sun XACML is in developing phase (toward version XACML 2.0) in order to work with it, it is necessary  to download form Code Version System (CVS) ( from sourceforge.net) the last version of java classes and then compile them using given build.xml file. Finnally it is necessary to build jar archive using Apache’s Ant tool. In that way, we can obtain the most stable version of Sun’s XACML, since code for version 2.0 is added  in this phase of development.
4. Writing XACML Policies

A policy is a Policy Set which comprises one or more policies, where a policy comprises one or more rules. There are also combining algorithms for policies and rules. For example if the combining algorithm is “ordered-permit-overrides” the firstly mentioned rules that permit access have advantage. In that case the last rule is 

<Rule RuleId=”FinaleRule” Effect=”Deny”/>

that means that if there is not previously written permit rule access is forbbiden.

There is also another case when we write as the last rule

<Rule RuleId=”FinaleRule” Effect=”Permit”/>

Besides Rules, a Policy comprises a Target which is necessary to find correspodent policy to the given request. A target comprises <Subject> attribute, <Resource> attribute and <Action> Attributes, where subject and resource are mandatory and action can be <AnyAction/>. Subject attribute has to be of datatype RFC 822 (for example users.example.com), and resource attribute has to be of type <anyURI>(for example http://server.example.com).

It can be several Subject and Resource attributes in Request (besides ones that are part of Target in Policy). An example of XML segment which represents Target Resource attribute has been given as follows:

<Resource>

  <Resource Match MatchId=anyURI-equal>

     <AttributeValue 

DataType=anyURI>http://server.example.com<AttributeValue/>

     <ResourceAttributeDesignator

DataType=anyURI

AttributeID=resource_id>

  <ResourceMatch>

<Resource>

It means that matching evaluation operator is anyURI-equal, that attribute is of type anyURI and that its value is http://server.example.com . Also, name of the attribute is resource_id, that is how it is compared with attributes from Request.

In a Policy a Target is followed by one or several Rules. While a target is simplified condition for access decision, the heart of most Rules is a Condition which is mostly boolean or set function. If the Condition evaluates to true, then the Rule's effect (a value of Permit or Deny that is associated with successful evaluation of the Rule) is returned. A Condition can be quite complex, built from an arbitrary nesting of non-boolean functions and attributes. The following XML segment presents a complex Condition:

<Condition FunctionId=string-at-least-one-member-of>

  <SubjectAttributeDesignator

    DataType=string

    AttributeId=group />

  <Apply FunctionId=string-bag>

     <AttributeValue

       DataType=string>GP<AttributeValue/>

     <AttributeValue

       DataType=string>SCP<AttributeValue/>

  </Apply>

</Condition>

It means that this is attribute of subject with name group and type string. Set function string-at-least-one-member-of means «at least one member of set whose elements are of type string». This segment means that attribute of subject with name group has to have at least one of given values (GP, SCP) in oder to access decision evaluates to Permit.
5. Working with Hierarchical Attributes

XACML has no explicit built-in support for hierarchical attributes. It is necessary to define Conditions for attributes.  There are two possibilities to implement that as follows:

Lets subject's attributes hierarchy is presented on the figure 1.
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Figure 1. Attributes hierarchy (phys – physician in hierarchy)

First way to write Condition is as follows:

<Condition FunctionId=and>

<Apply FunctionId=string-equal>

  <SubjectAttributeDesignator

    DataType=string

    AttributeId=group />

     <AttributeValue

       DataType=string>Phys00<AttributeValue/>

  </Apply>

<Apply FunctionId=string-equal>

  <ResourceAttributeDesignator

    DataType=string

    AttributeId=groupr />

     <AttributeValue

       DataType=string>Phys21<AttributeValue/>

  </Apply>

</Condition>

It means if in Request Resource attribute with name groupr is Phys21 and Subject Attribute with name group is Phys00 access decision will be Permit.

To complete the Policy it is needed to write such Rules for all permited values and Policy will be ( for this example) very large – 22 pages TimesNewRoman 12 pt font. It is clear that that performances will be poor, which is indeed problem with dealing with ABAC policies in standardized languge such as XACML. Because taht it is necessary to write more compact policy with better performances.

The second way to write the Policy for our example (fig. 1.) is:

<Condition FunctionId=and>

<Apply FunctionId=string-at-least-one-member-of>

  <SubjectAttributeDesignator

    DataType=string

    AttributeId=group />

     <AttributeValue

       DataType=string>Phys00<AttributeValue/>

  </Apply>

  </Apply>

<Apply FunctionId=string-at-least-one-member-of>

  <ResourceAttributeDesignator

    DataType=string

    AttributeId=groupr />

    <Apply FunctionId=string-bag>

     <AttributeValue

       DataType=string>Phys11<AttributeValue/>

     <AttributeValue

       DataType=string>Phys21<AttributeValue/>

     <AttributeValue

       DataType=string>Phys31<AttributeValue/>

     <AttributeValue

       DataType=string>Phys22<AttributeValue/>

     <AttributeValue

       DataType=string>Phys32<AttributeValue/>

  </Apply>

  </Apply>

</Condition>

On this way written Policy has half in size and performances are 10% better. It has been written in such a way that for a subject in hierarchy for all resources down in hierarchy access is allowed. 
Table 2. Access time for example given at figure 1. (1.7GHz processor, 512 M RAM)
	Node1
	Node2
	T1 (ms)
	T2(ms)
	Access Decision True=Permit

False=Deny

	00
	11
	2012
	1942
	True

	00
	21
	1952
	1843
	True

	00
	31
	1963
	1642
	True

	00
	12
	1873
	1682
	False

	00
	22
	1893
	1622
	True

	00
	23
	1853
	1662
	False

	00
	33
	1853
	1692
	False

	00
	32
	1853
	1622
	True

	11
	21
	1913
	1683
	True

	11
	31
	2033
	1682
	True

	11
	12
	1943
	1792
	False

	11
	22
	1913
	1642
	True

	11
	32
	1943
	1632
	True

	11
	23
	1913
	1652
	False

	11
	33
	1973
	1692
	False

	21
	31
	1833
	1672
	True

	21
	12
	1863
	1752
	False

	21
	22
	1802
	1763
	True

	21
	32
	1843
	1642
	True

	21
	23
	1912
	1633
	False

	21
	33
	1833
	1672
	False

	31
	12
	1863
	1633
	False

	31
	22
	1913
	1673
	True

	31
	32
	1862
	1753
	True

	31
	23
	1823
	1762
	False

	31
	33
	1872
	1663
	False

	12
	22
	1852
	1852
	True

	12
	32
	1812
	1742
	True

	12
	23
	1963
	1753
	False

	12
	33
	2013
	1662
	False

	22
	32
	1833
	1622
	True

	22
	23
	1903
	1663
	False

	22
	33
	1853
	1723
	false

	32
	23
	1953
	1653
	False

	32
	33
	1843
	1682
	False

	23
	33
	1872
	2113
	True

	
	
	Taverage=1894ms
	Taverage=1698ms
	


6. Conclusion

This paper presents how standardized language for writting ABAC policies, requests and resonses can be used in EHCR based on year 2002 CEN standard. The contribution is presentation of writting policies for hierarchical attributes. It has been presented how using set functions can improve compactness of policy and performances in the same time.
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