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Signhup for S3

€ 9 C ¥ hitp//aws.amazon.com/s3/ » 0O~ 4
amazon Sign in to the &WS Management Console % Create an &AWS Acco
webservices"

AWS Products Developers Community Support Account

| Pedus&Senies v | Amazon Simple Storage Service (Amazon S3)

e B Amazon 53 is storage for the Internet. It is designed to make web-scale [ Sign Up For Amazon $3 @

computing easier for developers,

Amazon 53 Overview

Amazon 532 provides a simple web services interface that can be used to
store and retrieve any amount of data, at any time, from anywhere on
Arnazon S3 SLA the web. It gives any developer access to the same highly scalable,
reliable, fast, inexpensive data storage infrastructure that Amazon uses
to run its own global network of weh sites, The service aims to maximize
benefits of scale and to pass those benefits on to developers,
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Region: US Standard

First 1 TB / month
Mext 42 TE / month
Mext 450 TB / month
Mext 500 TB / month
Mext 4000 TB / month
Ower 5000 TB / month

Region: | US Standard

FUT, COPY, POST, ar LIST Requests
GET and all other Reguests T

t+ Mo charge for delete reguests

Region: | US Standard

Data Transfer IN
All data transfer in
Data Transfer OUT

First 1 GB / month
Up to 10 TB / month
Mext 40 TB / month
Mext 100 TB / month
Mext 350 TB / month
Mext 524 TB / month
Mext 4 PB / month

=]

Standard Storage

£0.125 per GB
%0.110 per GB
%0.095 per GB
%£0.090 per GB
£0.080 per GB
%0.055 per GB

E2

Storage Pricing

Request Pricing

Reduced Redundancy Storage

£0.093 per GB
£0.083 per GB
$0.073 per GB
£0.063 per GB
£0.053 per GB
£0.037 per GB

£0.01 per 1,000 requests

£0.01 per 10,000 requests

Data Transfer Pricing

£0.000 per GB

£0.000 per GB
$0.120 per GB
£0.090 per GB
$0.070 per GB
£0.050 per GB
Contact Us
Contact Us

Pricin
g



Pricing

= Data transfer "in" and "out" refers to transfer into
and out of an Amazon S3 Region. There is no
Data Transfer charge for data transferred within
an Amazon S3 Region via a COPY request.

* Data transferred via a COPY request between
Regions is charged at regular rates. There is no
Data Transfer charge for data transferred
between Amazon EC2 and Amazon S3 within the
same Region.

= Data transferred between Amazon EC2 and
Amazon S3 across all other Regions (i.e. between
the Amazon EC2 Northern California and Amazon
S3 US Standard Regions) will be charged at
Internet Data Transfer rates on both sides of the
transfer.



Signing up

" Go to http://aws.amazon.com/S3
* Click Sign Up For Amazon S3
" Click Complete Sign Up



Functionality of S3

Write, read, and delete objects containing from 1 byte
to 5 gigabytes of data each. The number of objects
you can store is unlimited.

Each object is stored in a bucket and retrieved via a
unique, developer-assigned key.

A bucket can be stored in one of several Regions. You
can choose a Region to optimize for latency, minimize
costs, or address regulatory requirements.

Amazon S3 is currently available in the US Standard,
EU (Ireland), and US-West (Northern California)
Regions.

The US Standard Region automatically routes requests
to facilities in Northern Virginia or the Pacific
Northwest using network maps.

Objects stored in a Region never leave the Region
unless you transfer them out. For example, objects
stored in the EU (lreland) Region never leave the EU. .



Essential Concepts

Objects

" Objects are the fundamental entities stored in
Amazon S3.

" Objects consist of object data and metadata and
can range in size from 1 byte to 5 gigabytes.

" The data portion is opagque to Amazon S3.

" The key iIs the handle that you assign to an object
that allows you retrieve it later.

The metadata

" The metadata is a set of name-value pairs that
describe the object.

" The developer can specify custom metadata and
standard HTTP metadata, such as Content-Type.
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Essential Concepts

Buckets
" You upload objects into buckets.

" There is no limit to the number of objects that
you can store in a bucket.

* The bucket provides a unigue namespace for the
management of objects contained in the bucket.
Each developer can own up to 100 buckets at a
time??

" You own each bucket you create. We charge you
for storing objects in your buckets and for
transferring objects in and out of your buckets.



Bucket Namespace

Every object stored in Amazon S3 is contained in a bucket.

Buckets partition the namespace of objects stored in
Amazon S3 at the top level. Within a bucket, you can use
any names for your objects, but bucket names must be
unique across all of Amazon S3.

Buckets are similar to Internet domain names.

Only one person or organization can own a bucket within
Amazon S3.
The similarities between buckets and domain names is not

a coincidence—there is a direct mapping between
Amazon S3 buckets and subdomains of s3.amazonaws.com.

Objects stored in Amazon S3 are addressable using the
REST APl under the

domain s3.amazonaws.com/bucketName.

For example, if the object homepage.html is stored in the
Amazon S3 bucket mybucket its Internet address would be

http://s3.amazonaws.com/mybucket/homepage.html



Essential Concepts

Keys
" A key is the unique identifier for an object within a
bucket.

" The key is the object's name and can not be longer than
1028 bytes.

" Every object has exactly one key. Together, a bucket
name and a key uniquely identify an object in Amazon S3.

" You can access every object in Amazon S3 by a
combination of the service endpoint, bucket name, and
key.

" For example, in
http://s3.amazonaws.com/bucketName/photos/myPicture. jpg

" bucketName IS the bucket name and,

" /photos/myPicture.jpg IS the key.

10



Authentication

Authentication is the process of verifying the
Identity of a user or service trying to access an
Amazon Web Services (AWS) product.

Every interaction with Amazon S3 is
authenticated or anonymous. When you sign up
for an AWS account, you are provided with an
AWS Access Key ID and a Secret Access Key.

When you perform a request with Amazon S3, you
assemble the request, perform a hash on the
request using your Secret Access Key, attach the
Signature (hash) to the request, and forward it to
Amazon S3.

Amazon S3 verifies the Signature is a valid hash
of the request and, if authenticated, processes
the request @Zoran B. Djordjevic 11



Naming Buckets and Locations

" Buckets should be named so that you can
reference your bucket using the convention

" s3.amazonaws.com/<bucketname>..
Use 3 to 63 characters.

Use only lower case letters (at least one),
numbers, ‘." and ‘-".

Don’t start or end the bucket name with *." and
don’t follow or precede a *." with a *-'.

Keys can be named with any properly encoded
UTF-8 character. Literal ‘+’ characters should
always be URL encoded.

12



Amazon EC2, Your AMI-s

Zoran B. Djordjevic

Csci E175 Cloud Computing
and SaaS
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Two Kinds of AMI-s

= All AMIs are categorized as either
backed by Amazon EBS or
backed by instance store.

= AMI Backed by EBS means that the root device for
an instance launched from the AMI is an Amazon
EBS volume created from an Amazon EBS
snapshot.

" An Instance Store AMI means that the root device
for an instance launched from the AMI is an
Instance store volume created from a template
stored in Amazon S3.

14
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EBS vs. Instance Store AMI

Boot Time
Size Limit
Root Device Volume

Data Persistence

Upgrading

Charges

AMI Creation/Bundling

Stopped State

Usually less than 1 minute
1 TiB
Amazon EBS volume

Data on EBS volumes persists after
instance termination; you can also attach
instance store volumes that don't persist
after termination

The instance type, kernel, RAM disk, and
user data can be changed while the
instance is stopped.

Instance usage, Amazon EBS volume
usage, and Amazon EBS snapshot charges

Uses a single command/call

Can be placed in stopped state where
instance is not running, but the instance is
persisted in Amazon EBS

@Zoran B. Djordjevic

Usually less than 5 minutes

10 GiB
Instance store volume

Data on instance store volumes
persists only during the life of the
instance;

Instance attributes are fixed for
the life of an instance

Instance usage and Amazon S3
charges for AMI storage

Requires installation and use of
AMI tools

Cannot be in stopped state;
instances are running or
terminated

15



Do We have all Credentials

= I = e e Pl =t ol =1 =
| = B | | =T = | ~ |

- | k. Mo =1 o 1K

To =ign in to AWS web sites and applications, AWS requires your Amazon e-mail address and passwoard. Additianally, it
supports the AWWS Multi-Factor Authentication option. Each sign-in credential is explained below.

There are three types of access credentials used to authenticate your requests to AWS services: (a) access keys, (b)
#.809 certificates, and (c) key pairs. Each access credential type iz explained below.

% Access Keys || [ X500 Cerificates || ™ Key Pairs

Use access keys to make secure REST or Cluery protocol requests to any AWS service APL YWe create one for you
when your account is created — see your access key belou.
Your Access Keys

Created Access Key 1D Secret Access Key Status

May 14, 2009 AKIAIAHIT7IMTWIRG4TO Show Active (Make Inactive)

Create a new ACCESs Key

Far your protection, you should never share your secret access keys with anyone. In addition, industry best practice
recommends frequent key rotation.

Email address/password = X509 Certificate + Private

Access Key + Secret Access Key
Key = SSH Key Pairs

16



Two More Credentials, Do not forget

= AWS Account ID: 324443219834
= Canonical user ID

Y [ Y
=1 ] 1

L ol

AW uses two types of account identifiers — canaonical user [D and AW'S account [D. These account identifiers ar
to share resources between accounts.

The canonical user ID can be used exclusiely for Amazon =3 resources such as buckets or files,

The AWS account 1D can be used for all AWS service resources except Amazon 53, These resources include Am
ECYZ AMI=, Amazon EBS snapshots, Amazon 505 queues, etc.

AWS Account ID:; 3244-4321-9534
Canonical User ID: View canonical user ID

= ' (%]
& Learn more about Canonical User Id L)

The canonical user IDV iz used when granting permissions in Amazon S3. For mare

information see "Access Contral Lists" section of the Amazon 53 Developers
Prezz Inguiries Guide.

E2010, Amazor
ID: abdbred257eBfdgesys372025ade0Bd a7 affrdess2admikl, sewlg 1g22are



EC2 API Tools & EC2 AMI Tools

AWS Management Console is fine when we
have to deal with a few isolated tasks.

Massive and speedy work requires
scripting or programming tools.
For use on the client side we have
command line EC2 API Tools.

EC2 API Tools provide detailed control of
Instance lifecycle, security and storage

EC2 AMI Tools come installed on all
Amazon AMI-s. You should install them on
AMI-s you build.

EC2 AMI Tools serve many tasks, one of
the most important is so called “bundling".8
1



Command Line Reference Page

http://docs.amazonwebservices.com/AWSEC2/latest/CommandLineReference/Welcome.html

&« C A | [ docs.amazonwebservices.com/AWSEC2/latest/CommandLineReference/Welcome.htm
: Amazon Elastic Compute Cloud
awscocumentation . :
CLI Reference (API Version 2012-08-15) Search: | Documentation [=]

Welcome

b API Tools Reference | Wiew PDF | | Go to the forums |

P AMI Tools Reference
Welcome

Diocument History

AWS Documentation » &mazon ECZ » Command Line Reference » Welcome

This is the Amazon Elastic Compute Cloud Command Line Reference. It provides descriptions, syntax, and
APT tools wrap the Amazon EC2 API actions. You install and run the AMT tocfs on an Amazon EC2 instam

backed AMIs.

Note

This guide also includes the commands for Amazon Virtual Private Cloud (Amazon VPC). For mor

Virtual Private Cloud User Guide.

How Do I?

Download the Amazon EC2 API tools.

Prepare a computer to use the Amazon EC2 API tools.
Get an alphabetical list of the Amazon EC2 API tools.
Get a list of the commaon options for the API tools.
Download the Amazon ECZ AMI toaols.

Get an alphabetical list of the Amazon EC2 AMI tools.

Get a list of the common options for the AMI tools.

Get a list of regions and endpoints for each AWS product.

@Zoran B. Djordjevic

Relevant Topics

Amazon EC2 API Tools

Setting Up the Command Line Tools

Commands for API Tools

Common Options for API Tools

Amazon EC2 AMI Tools

Commands for AMI Tools

Common Options for AMI Tools

Regions and Endpoints

19
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Download EC2 API Tools ZIP

" File ec2 api tools.zip comes from
http://aws.amazon.com/developertools/351?7 encoding=UTF8&jiveR

I'T Amazon EC2 API Tools

Developer Tools = Amazon EC2 API Tools

() Community Contributed Software

+ Amazon Web Services provides links to these packages as a convenience for our customers, but
software not authored by an "@AWS" account has not been reviewed or screened by AWS.

* Please review this software to ensure it meets your needs before using it.

The API tools serve as the client interface to the Amazon EC2 web service. Use these tools to register and launch
instances, manipulate security groups, and more.

M=l
pvetalls

Submitted By: David@aws
AWS Products Used: Amazon ECZ2
Languages{s): Other
License: Other
Created On: August 23, 2006 9:00 PM GMT
Last Updated: August 2, 2012 8:37 PM GMT
Download

Download the Amazon EC2 API Tools from Amazon 53.

See the related Amazon EC2 technical documentation below for more information on using the command-line

tools. 20


http://aws.amazon.com/developertools/351?_encoding=UTF8&jiveRedirect=1

Installation of EC2 API Tools, Windows

" Unzip ec2 api tools.zip and possibly rename the directory.
" You need Jave 1.5 or later.
" Set the following environmental variables:
JAVA HOME=C:\Program Files\Java\jdkl.7.0 07
EC2 HOME=C:\AWS\ec2-api-tools-1.6.3.0
EC2 CERT=

c: \AWS\hu\cert-BMNQ7GNGXBX5YMFAHCISRWDUUDRXQFPH.pem
EC2 PRIVATE KEY=

c: \AWS\hu\pk-BMNQ7GNGXBX5YMFAHCISRWDUUDRXQFPH . pem
PATH=C:\AWS\ec2-api-tools-1.6.3.0\bin;

C:\Program Files\Java\jdkl.7.0 07\bin;..

AWS ACCESS KEY= AKJAJYHJT7HMTZJRQ3TQ
AWS SECRET KEY=qUlbtSWIrPBcyghtiTyMwjl2200RPcJ+F1U2rnKE
AWS URL=https://ec2.us-east-l.amazonaws.com

21



Installation of EC2 API Tools on Unix

" Unzip ec2 api tools.zip

= Set environmental variables in your .pash profile
or profile file of whatever shell you are using:

EC2 HOME=~/ec2-api-tools

EC2 CERT=
~/.ec2/cert-JYJA2342D231E982332902CQFTARPMTR3 . pem

EC2 PRIVATE KEY=
~/.ec2/pk-JYJA2342D231E982332902CQFTARPMTR3 . pem

PATH=S$PATH:~/ec2-api-tools\bin

AWS ACCESS KEY= AKJAJYHJTT7HMTZJRQ3TOQ

AWS SECRET KEY=gUlbtSWIrPBcyghtiTyMwjl2200RPcJ+F1U2rnKE

AWS URL=https://ec2.us-east-l.amazonaws.com

" You can do it on the command prompt, as well:

$ export EC2 PRIVATE KEY=~/.ec2/ec2/pk-
JYJA2342D231E982332902CQFTARPMTR3 . pem

$ export EC2 CERT=~/.ec2/cert-
JYJA2342D231E982332902CQFTARPMTR3 . pem

" Please note that command line tools use your
X509 credentials to identify you to the Cloud.

22



Partial List of EC2 API Command Line

AMIs

ec2-create-image
" ec2-deregister
" ec2-describe-image-attribute
" ec2-describe-images
" ec2-migrate-bundle
" ec2-migrate-image
" ec2-modify-image-attribute
Availability Zones and
Regions
" ec2-describe-availability-zones
" ec2-describe-regions

Elastic Block Store

= ec2-attach-volume

" ec2-create-snapshot

"= ec2-create-volume

" ec2-delete-snapshot

"= ec2-delete-volume

" ec2-describe-snapshot-attribute
" ec2-describe-snapshots

= ec2-describe-volumes

"= ec2-detach-volume

"= ec2-modify-snapshot-attribute
= ac2-reset-snapshot-attribute

Tools

EIastlc IP Addresses

ec2-allocate-address
ec2-associate-address
ec2-describe-addresses
ec2-disassociate-address
ec2-release-address

General

ec2-get-console-output

Images

ec2-register
ec2-reset-image-attribute

Instances

ec2-describe-instance-
attribute

ec2-describe-instances
ec2-modify-instance-attribute
ec2-reboot-instances
ec2-reset-instance-attribute
ec2-run-instances
ec2-start-instances
ec2-stop-instances
ec2-terminate-instances 23



EC2 APl Command Line Tools

Key Pairs

ec2-add-keypair
ec2-delete-keypair
ec2-describe-keypairs
ec2-fingerprint-key

Monitoring

ec2-monitor-instances
ec2-unmonitor-instances
Reserved Instances
ec2-describe-reserved-instances

ec2-describe-reserved-instances-
offerings

ec2-purchase-reserved-instance-
offering

Security Groups

ec2-add-group
ec2-authorize
ec2-delete-group
ec2-describe-group
ec2-revoke

Spot Instances

ec2-cancel-spot-instance-
requests

ec2-create-spot-datafeed-
subscription

ec2-delete-spot-datafeed-
subscription

ec2-describe-spot-datafeed-
subscription

ec2-describe-spot-instance-
requests

ec2-describe-spot-price-history
ec2-request-spot-instances

Windows

ec2-bundle-instance
ec2-cancel-bundle-task
ec2-describe-bundle-tasks
ec2-get-password
ec2-get-password-data

Please note these are 24
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Where to find EC2 AMI Tools

http://aws.amazon.com/developertools/368
I'T Amazon EC2 AMI Tools

Developer Tools = Amazon ECZ AMI Tools

Q Community Contributed Software

« Amazon Web Services provides links to these packages as a convenience for our customers, but
software not authored by an "@AWS" account has not been reviewed or screened by AWS.

+ Please review this software to ensure it meets your needs before using it.

The Amazon EC2 AMI Tools are command-line utilities to help bundle an Amazon Machine Image (AMI), create an
AMI from an existing machine or installed volume, and upload a bundled AMI to Amazon S3.

Details

Submitted By: Dave@AWS
AWS Products Used: Other
Languages(s): Other
License: Other
Created On: August 25, 2006 7:56 PM GMT
Last Updated: December 15, 2011 2:56 AM GMT

Download the Amazon EC2 AMI Tools from Amazon 53

« Download RPM
¢ Download ZIP File

25
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AMI API Tools

ec2-bundle-image
ec2-bundle-vol
ec2-delete-bundle
ec2-download-bundle
ec2-migrate-bundle
ec2-migrate-manifest
ec2-unbundle
ec2-upload-bundle

These are used for bundling of Linux, Unix,
Instances on the instances backed AMI-s
themselves.

Windows'’ instances are bundled with a set of
commands in the EC2 API Set.

Please note, these are Windows or Linux
commands. 26
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Regions and Availability Zones

Amazon EC2 allows us to place instances in multiple
locations.

Amazon EC2 locations are composed of Regions and
Availability Zones and Regions.

Regions are located in separate geographic areas (e.g., US
and EU, South Asia, Japan). Currently, there are 7 regions.

Availability Zones are distinct locations within a Region that

are engineered to be isolated from failures in other

Availability Zones. They provide inexpensive, low latency

Retvyork connectivity to other Availability Zones in the same
egion.

By launching instances in separate Regions, you design your
application to be closer to specific customers or to meet
legal or other requirements.

By launching instances in several Availability Zones, you can
protect your applications from the failure of a single location.

The following graphic shows a representation of Amazon
EC2. Each Re?lon Is completely independent. Availability
Zones are isolated, but connected through low-latency links
to other zones.

27



Regions and Availability Zones




Using Command Line Tools

" For example, find existing regions:

C:\ec2> ec2-describe-regions

REGION eu-west-1
REGION sa-east-1
REGION us-east-1
REGION ap-northeast-1
REGION us-west-2
REGION us-west-1
REGION ap-southeast-1

" Find availability zones

ecZ2.eu-west-1l.amazonaws.com
ecZ2.sa-east-1l.amazonaws.com
ecZ2.us-east-1l.amazonaws.com
ecZ.ap-northeast-1.amazonaws.com
ecZ.us-west-2.amazonaws.com
ecZ2.us-west-1l.amazonaws.com
ec?2.ap-southeast-1.amazonaws.com

C:\ec2>ec2-describe-availability-zones

AVAILABILITYZONE
AVAILABILITYZONE
AVAILABILITYZONE
AVAILABILITYZONE

us—-east-1la
us—-east-1b
us—-east-1c
us—-east-1d

avalilable
avallable
avallable
avallable

us—-east-1
us—-east-1
us—-east-1
us—-east-1

" Some times it is easier to fetch information on the
command prompt than to go through the browser.

29



Find Help for a Specific Command

C:\AWS\hu>ec2-describe-availability-zones ——s;;pF)
SYNOPSIS
ec2daz ([ec2-describe-availability-zones])
ec2daz [GENERAL OPTIONS] [ZONE [ZONE [...]1]]
GENERAL NOTES
Any command option/parameter may be passed a value of '-' to indicate
that values for that option should be read from stdin.
DESCRIPTION
List the availability zones you have access to.
The ZONE parameter specifies the zones(s) to be described.
If unspecified, all your zones will be returned.
GENERAL OPTIONS
-0, —--aws-access-key KEY
AWS Access Key ID. Defaults to the value of the AWS ACCESS KEY
environment variable (if set).
-K, —--private-key KEY
[DEPRECATED] Specify KEY as the private key to use. Defaults to the va
lue of the
EC2 PRIVATE KEY environment variable (if set). Overrides the default.

--region REGION
Specify REGION as the web service region to use.
This option will override the URL specified by the "-U URL" option

and ECZ2 URL environment variable.

@Zoran B. Djordjevic
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Review instances associated with you

" Find which instances you have around

C:\ec2> ec2-describe-instances

RESERVATION r-864932ee 951414139794 lamp-basic
INSTANCE i-8551la7ee ami-26d£324f ec2-184-73-
36-42.compute-1.amazonaws.com ip-10-243-122-
181.ec2.internal running ec2zdjordj2HU0221 0
ml.small 2010-02-22T715:28:53+0000 us-—
east-1d aki-94ch27fd ari-9o06cb27ff
monitoring-disabled 184.73.36.42 10.243.122.181
ebs
BLOCKDEVICE /dev/sdal vol-0bed2562 2010-02-
22T01:45:42.000%Z
RESERVATION r-e8483380 951414139794 default
INSTANCE i-e95ea882 ami-0£f54b966
stopped ec2zdjordj2HUQ0221 0 ml.small
2010-02-22T701:49:106+
0000 us—-east-1d aki-92bab8fb ari—-94bab8fd
monitoring-disabled ebs
BLOCKDEVICE /dev/sdal vol-13ed257a 2010-02-

22T01:49:28.000%

31



Instance Information in AWS Console

" This is certainly easier to visualize.
" Unfortunately, you cannot GREP through it,

thouah.

Instance AMIID Root Device Type Type Status - Lifecycle Public DNS
I gl i-8551a7ee ami-26df324f ebs m1.small i running normal ec2-184-73-36-42 compute-1
i i-e95ea852 arni-0fB4b566 ebs 1. small ) stopped narrmal
@ EC2 Instance: i-e95e5882 2
Description Manitoring

AMI ID: ami-0fS4b96a6 Zone: us-east-1d

Security Groups: default Type: rml.small

Status: stopped Owner: 951414139794

Reservation: r-28483380 Ramdisk ID: ari-94ba52fd

Platform: - Key Pair Mame: ecZzdjordj2HUO0221

Kernel ID: aki-92bassfh Monitoring: disabled

AMI Launch Index: O Elastic IP: -

Root Device: fdewfsdal Root Device Type: ehs

Block Devices: fdevisdal=vol-12ed257aattached: 2010-02-22T01: 49 22,0002 true

Lifecycle: rnormal

Public DNS:

w
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Stop, terminate, start an AMI

C:\ec2> ec2-stop-instances i-855la7ee

INSTANCE 1-8551a’’ee running stopplng

C:\ec2> ec2-start-instances i-e95ea882

INSTANCE 1-e95ea882 stopped pending

C:\ec2> ec2-terminate-instances i-855la7ee

INSTANCE 1-8551a’’ee stoppling
shutting-down

33



Selecting an AMI

C:\ec2> ec2-describe-images -o self -o amazon

IMAGE ami-27e7004e /aws-console-quickstart-
amis/perl/1.2/perlquickstart.manifest.xml amazon av

IMAGE ami-60da3d09 /aws-console-quickstart-amis/phpquickstart-
vl.4.manifest.xml amazon avallable

IMAGE ami-5ee70037 /aws—-console-quickstart-
amis/ruby/1l.1/rubyquickstart.manifest.xml amazon av

IMAGE ami-45e7002c /aws—-console-quickstart-
amis/tomcat/1l.1/tomcatquickstart.manifest.xml amazon av

IMAGE aki-d4caz2dbd aki-linux-2.6.18.92-92.elb5xen-xfs/vmlinuz-
2.6.18.92-92.elb5xen.1386.aki.manifest.xm

IMAGE aki-46e7002f aki-linux.2.6.21.7-2.fc8xen-
xfs/vmlinuz.manifest.xml amazon availilable public

IMAGE ami-84db39ed amazon/fedora-8-1386-vl1.14-std amazon available

public 1386 ma

BLOCKDEVICEMAPPING /dev/sdal snap-b9%aa35d0 15

IMAGE ami-86db39ef amazon/fedora-8-x86 64-vl.1l4-std amazon
available public x86 64

BLOCKDEVICEMAPPING /dev/sdal snap-bbaa35d2 15

Synthax:

ec2-describe-images [ami id ...] [-a] [-o owner ...]
[-x user id]

34



Could narrow the search

C:\ec2> ec2-describe-images -o self -o amazon |

egrep -i ami-84db39%ed -- On Linux
findstr /i ami-84db39ed —— On Windows
IMAGE ami-84db39%ed amazon/fedora-8-1386-vl1.14-std amazon

available public 1386 machine aki-94cb27fd ari-96cb27ff ebs

C:\ec2> ec2-describe-images -o self -o amazon |
egrep -i ibm

IMAGE ari-868174ef ec2-paid-ibm-images-db2/initrd-2.6.16.60-0.29-
xenpae.i38
6.manifest.xml amazon available public 1386 ramdisk
instance-store paravirtual xen
IMAGE ari-88e60bel ec2-paid-ibm-images-db2/initrd-2.6.16.60-0.29-
xenpae.i38
6.manifest.xml amazon available public [devpay: A481895D]
1386
ramdisk instance-store paravirtual xen
IMAGE ari-888174el ec2-paid-ibm-images-db2/initrd-2.6.16.60-0.30-
xen.x86 64
.manifest.xml amazon availlable public x86 64 ramdisk
instance-store paravirtual xen
paravirtual xen
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Create, Delete a SSH Key Pair

C:\>ec2-add-keypair ec2zdjordj0222HU > ec2zdjordj0222HU.pem

=  Will have to remove the first line, thouah. Use sed or something.
e vi ec2zdjordj0222HU. pem

KEYPAIR ecdZ=djordjB222HU dotdl-fd-da-dB:=ff:cI:dd:ec:7f:31:c2:58:dd:68:
————— BEGIN R5A PRIUATE KEY———

MI I Eogl BAAKCAQEA jKUPLRLAXWs BMs1 LS yjuBn +F 287 ?Fggl UGhwue 35hT jipekl B8t =zBr=t jtFR
DYKJf Dyl JBe BT gLf B15f xUEmhdSgquJecpO0QpCRAKCIES6DeUGDCALT g RnzKs PABDmun Z6 8 KPFU
U?5¥R6bhBexd j +OWWAGRAET I 2Tp U1 KnBgQS2TI705geYAL18v j3 1CEqdyt hmygxf SZPCUEf cKHO
1EKt 41 5Bec xgJSdKREL CulAS 2 PMuGUm xUwM1PPegilr+] CaoAFenbRgSN nK2CO -ullSnhsf MPf R
IHg j5UBYCYKIZJS2Y Nt yiIY ZDEABI MNE 75 tUh/TuLFrI 1w juxPGuI DAGABAo I BAR? 8mQBREZ09
hC17hdusOuze Ko paoHSuFUibldoGeeDE1mRZp-Bc LA17Y 2 iuhHHJHuWwah2De £ jBGo + 1Jgzx=8Umn
ChtUYCd+?DHuxt DDrUTH? #P-hF7 jUAEQ2BUWEZBEZS kT 1ZHC I +v»VchBZKRi W5 7HAFQOU41f JJPCL
M4ZUDQuhllgBlogUEuMie i jYQleL+rEQcZkx+DuF+cFpinvbagqizsB? yMe P a7ht pZ2 gxSll=zR cAdhs
EmJHcndJEZMI6 vl he PuO¥HDUE PSS quFt Og@r»?uj5 il q3UFAO0+0ZBo +Ugl s vOKDPDCANU WS +8.JRKJh
gUEkj-CHU4? gt xf gc ECuT Br4UdECgYEASC2 19 gBhH 7HWY 1H1 t wghnulDZMNbiE s wGY =De DAUAZHOG
txYAlcSn0?uBDEKE4AS1 KdJI Z9vd 1V pf s TF8sc RS 2HnaPET ZGE v3uf TgcEzpdPke Mool Co BN
1BUaCU32gliS=z15g56pB 1tgqeNT = 115aAZ jubrBYY jOUgIphf EG pUCgYEANRS3dInMuY I LhA T ypgbLK
LPcDoMo?x0Y IgquT1ZEnn2QB7vAo 7o kJGUI I agxBf RdxcdrZHE 7W2d5h8ImT PgdxY 5 2Zn K?GQEGY W
DTUPUcSys06UEf ugR6BaTSs47hA1PkG=s2Y »OUDTPHWWEFBn CUp jWiwZBUdhsbhjBHNA0g + j=7s6 ludC
gYAKu+cByhun jRAAMNzURo f B3Y PaxYuSHdec T 7Eva¥Y B 2L R gdDBd]l = “c PgkJNuwAmue W= BCY 6 ghr
f thdl.aku jHEmJEDCotzvrwbJlaS1 8 EYMUKvMEt i iFFCSAR0STtA1ESzWkn PyNZ4phH1HP3vhe KL
AtQQ+lldg jOndgs EoPEBgEXQHEgDP= PASAWA4WISnn T iDB=5 yx +FBgo LU cdmg2 jnicHNEk-UWHgne j
BY gl +CEnwE+Sgollf gl ?hS LyCHyCH 740z 0gg 1 Lk ESf Bt EGxusHAevl1 4t InZAZggRnwlixZHCUhyl =
d4yPDEAawtgho jBwRz gl PgFv +P3pd vZuwlpN4iTmLAY Ao GAcDeQBA2L?Q1 Ict y3KF 4BaT8WohF3
LAY gUEKY 34kAs 3IUMGGRR I uGGUY 34PKu2 bLPalD?gqllc J1IAFEus HyS5hE4Ms FMES Bvo CAGHc 7408 To g
Krkl1B81GdELJgGGoyJHAUCwlls yoT tc ?Fen ihCExGE GHhIMY M jgE=z3Cp=APidwT 133 +Zc =

————— EMD RSA PRIUATE KEY———

i

"ec2zdjordjB222HU . pen" 24 lines,. 1758 characters

C:\>ec2-delete-keypair ec2zdjordj0222HU
C:\ec2>rm ec2zdjordj0222HU.pem -— Linux
C:\ec2>del ec2zdjordje0222HU.pem -- WIndows



Launch a new Instance of Instance

" Let us find an Instané@oﬁgd'%\ll}l/lilmage using AWS
Console. We found ami-74d20b69 in sa-east-la
availability zone.

" You have to point your EC2_URL to the zone, SET
" EC2 URL=https://ec2.sa-east-1l.amazonaws.com

" Launch an instance:
C:\ec2> ec2-run-instances ami-74d20b69 -k ec2 hu
--availability-zone sa-east-1la

RESERVATION r-e67566fb 951414139794 default
INSTANCE i-df5cbac3 ami-74d20b69
pending 0 ml.small 2012-09-
14T20:53:15+0000 sa-east-la aki-ca8f51d7
monitoring-disabled instance-store paravirtual xen
sg-7aaal0967 default false

Note: i-df5cbac3 This is the instance ID.

" You will us the instance ID to refer to that instance, as long
as the instance is not terminated.

Syntax: ec2-run-instances ami 1d [-n instance count] [-g
group [-g group ...]] [-k keyname] [-d user data | -f
user data file] [ --addressing addressing type] [ —--type
instance type]l [ --availability-zone zone] [ --kernel
kernel id] [ --ramdisk ramdisk 1id] [ --block-device- 37
mappinaoblock device mapping]



Find out instance status

C:\ec2> ec2-describe-instances i-df5cbac3

RESERVATION r-e67566fb 951414139794 default

INSTANCE i-dfb5cbac3 ami-74d20b69 ec2-177-71-225-
198.sa-east-1.com falsepute.amazonaws.com ip-10-248-3-
107.sa-east-1.compute.internal running 0 ml.small 2012-09-
14T720:53:15+0000 sa-east-1la aki-ca8f51d7
monitoring-disabled 177.71.225.198 10.248.3.107

instance-store paravirtual xen sg-T7aaal0967

default

" Since we forgot to assign a particular security group to the
new instance, it is assigned the DEFAULT security group.
DEFAULT sec group might not be what we need.

" We should have used an existing security group, lamp-
basic, for example.

C:\ec2> ec2-run-instances ami-2cb05345 -k ec2 hu

——avallability-zone sa-east-la —group lamp-basic
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Add Authorization to the Security
Group

= Our instance has security group DEFAULT. So we will
change ports of the DEFAULT security group

C:\ec2> ec2-authorize default -p 80

GROUP default PERMISSION default ALLOWS tcp 80
80 FROM CIDR 0.0.0.0/0 ingress
Alternatively:

Client.InvalidPermission.Duplicate: The permission
'0.0.0.0/0" has already been granted to the specified
group

C:\ec2> ec2-authorize default -p 22 -s 140.247.251.141/32

GROUP default

PERMISSION default ALLOWS tcp 22 22 FROM CIDR
140.247.251.141/32

" Permission for access to port 22 is added. On you Cygwin or

Linux prompt you could invoke the ssh command, now:
$ ssh -i ec2 hu.pem
root@ec2-184-73-12-147.compute-1.amazonaws.com

= Will work.
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Copy X509 Credentials to the Instance

At the later stage, in the process called bundling, we will

need our X509 credentials in /mnt directory of the new
Instance.

Let us secure copy those files there. On Cygwin or Linux
prompt on a single line we type:

$ scp -i ec2 hu.pem
pk-JYJA2NNBMIKPZNFAS5CA6PCQFTARPMHSD . pem
cert-JYJA2NNBMIKPZNFAS5CA6PCQFTARPMHSD . pem

ec2-user@ec2-184-73-12-147.compute-1.amazonaws.com: /mnt
pk—-JYJA2NNBMIKPZNFASCA6PCQFTARPMHSD . pem 100% 926 0.9KB/s  00:00

cert-JYJA2NNBMIKPZNFASCAG6PCQFTARPMHSD. pem 100% 916 0.9KB/s 00:00

Zoran@LENOVOZ /cygdrive/c/ec?2
$ ssh -i ec2 hu.pem

root@ec2-184-73-12-147.compute-1.amazonaws.com

[root@ip-10-250-7-143 ~]1# cd /mnt
[root@ip-10-250-7-143 mnt]# 1s

cert-JYJAZNNBMIKPZNFASCAGPCQFTARPMHSD. pem
lost+found

pPpk-JYJAZNNBMIKPZNFAS5CA6PCQFTARPMHSD. pem 40
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