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Pricing
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 Data transfer "in" and "out" refers to transfer into 
and out of an Amazon S3 Region. There is no 
Data Transfer charge for data transferred within 
an Amazon S3 Region via a COPY request. 

 Data transferred via a COPY request between 
Regions is charged at regular rates. There is no 
Data Transfer charge for data transferred 
between Amazon EC2 and Amazon S3 within the 
same Region.

  Data transferred between Amazon EC2 and 
Amazon S3 across all other Regions (i.e. between 
the Amazon EC2 Northern California and Amazon 
S3 US Standard Regions) will be charged at 
Internet Data Transfer rates on both sides of the 
transfer.



Signing up

 Go to http://aws.amazon.com/S3
 Click Sign Up For  Amazon S3
 Click Complete Sign Up
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Functionality of S3
 Write, read, and delete objects containing from 1 byte 

to 5 gigabytes of data each. The number of objects 
you can store is unlimited.

 Each object is stored in a bucket and retrieved via a 
unique, developer-assigned key.

 A bucket can be stored in one of several Regions. You 
can choose a Region to optimize for latency, minimize 
costs, or address regulatory requirements.

 Amazon S3 is currently available in the US Standard, 
EU (Ireland), and US-West (Northern California) 
Regions. 

 The US Standard Region automatically routes requests 
to facilities in Northern Virginia or the Pacific 
Northwest using network maps.

 Objects stored in a Region never leave the Region 
unless you transfer them out. For example, objects 
stored in the EU (Ireland) Region never leave the EU. 6



Essential Concepts

Objects
 Objects are the fundamental entities stored in 

Amazon S3. 
 Objects consist of object data and metadata and 

can range in size from 1 byte to 5 gigabytes. 
 The data portion is opaque to Amazon S3.
 The key is the handle that you assign to an object 

that allows you retrieve it later.
The metadata
 The metadata is a set of name-value pairs that 

describe the object. 
 The developer can specify custom metadata and 

standard HTTP metadata, such as Content-Type.
7



Essential Concepts

Buckets
 You upload objects into buckets. 
 There is no limit to the number of objects that 

you can store in a bucket.
  The bucket provides a unique namespace for the 

management of objects contained in the bucket. 
Each developer can own up to 100 buckets at a 
time??

 You own each bucket you create. We charge you 
for storing objects in your buckets and for 
transferring objects in and out of your buckets.
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Bucket Namespace
 Every object stored in Amazon S3 is contained in a bucket. 
 Buckets partition the namespace of objects stored in 

Amazon S3 at the top level. Within a bucket, you can use 
any names for your objects, but bucket names must be 
unique across all of Amazon S3.

 Buckets are similar to Internet domain names. 
 Only one person or organization can own a bucket within 

Amazon S3.
 The similarities between buckets and domain names is not 

a coincidence—there is a direct mapping between 
Amazon S3 buckets and subdomains of s3.amazonaws.com. 

 Objects stored in Amazon S3 are addressable using the 
REST API under the 
domain s3.amazonaws.com/bucketName. 

 For example, if the object homepage.html is stored in the 
Amazon S3 bucket mybucket its Internet address would be 

 http://s3.amazonaws.com/mybucket/homepage.html
9



Essential Concepts

Keys
 A key is the unique identifier for an object within a 

bucket. 
 The key is the object's name and can not be longer than 

1028 bytes. 
 Every object has exactly one key. Together, a bucket 

name and a key uniquely identify an object in Amazon S3.
 You can access every object in Amazon S3 by a 

combination of the service endpoint, bucket name, and 
key. 

 For example,  in
  http://s3.amazonaws.com/bucketName/photos/myPicture.jpg 

 bucketName is the bucket name and , 
 /photos/myPicture.jpg is the key.
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Authentication

 Authentication is the process of verifying the 
identity of a user or service trying to access an 
Amazon Web Services (AWS) product.

 Every interaction with Amazon S3 is 
authenticated or anonymous. When you sign up 
for an AWS account, you are provided with an 
AWS Access Key ID and a Secret Access Key. 

 When you perform a request with Amazon S3, you 
assemble the request, perform a hash on the 
request using your Secret Access Key, attach the 
Signature (hash) to the request, and forward it to 
Amazon S3. 

 Amazon S3 verifies the Signature is a valid hash 
of the request and, if authenticated, processes 
the request. 11@Zoran B. Djordjevic



Naming Buckets and Locations

 Buckets should be named  so that you can 
reference your bucket using the convention 

 s3.amazonaws.com/<bucketname>.. 
 Use 3 to 63 characters.
 Use only lower case letters (at least one), 

numbers, ‘.’ and ‘-’.
 Don’t start or end the bucket name with ‘.’ and 

don’t follow or precede a ‘.’ with a ‘-’.
 Keys can be named with any properly encoded 

UTF-8 character.  Literal ‘+’ characters should 
always be URL encoded.

12
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Two Kinds of AMI-s

 All AMIs are categorized as either 
 backed by Amazon EBS or 
 backed by instance store. 

 AMI Backed by EBS means that the root device for 
an instance launched from the AMI is an Amazon 
EBS volume created from an Amazon EBS 
snapshot. 

 An Instance Store AMI means that the root device 
for an instance launched from the AMI is an 
instance store volume created from a template 
stored in Amazon S3.

@Zoran B. Djordjevic
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EBS vs. Instance Store AMI
Characteristic Amazon EBS-Backed Amazon instance store-

backed

Boot Time Usually less than 1 minute Usually less than 5 minutes

Size Limit 1 TiB 10 GiB

Root Device Volume Amazon EBS volume Instance store volume

Data Persistence Data on EBS volumes persists after 
instance termination; you can also attach 
instance store volumes that don't persist 
after termination

Data on instance store volumes 
persists only during the life of the 
instance; 

Upgrading The instance type, kernel, RAM disk, and 
user data can be changed while the 
instance is stopped.

Instance attributes are fixed for 
the life of an instance

Charges Instance usage, Amazon EBS volume 
usage, and Amazon EBS snapshot charges

Instance usage and Amazon S3 
charges for AMI storage

AMI Creation/Bundling Uses a single command/call Requires installation and use of 
AMI tools

Stopped State Can be placed in stopped state where 
instance is not running, but the instance is 
persisted in Amazon EBS

Cannot be in stopped state; 
instances are running or 
terminated

@Zoran B. Djordjevic
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Do We have all Credentials

 Email address/password
 Access Key + Secret Access 

Key

 X509 Certificate + Private 
Key

 SSH Key Pairs
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Two More Credentials, Do not forget

 AWS Account ID: 324443219834
 Canonical user ID
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EC2 API Tools & EC2 AMI Tools
 AWS Management Console is fine when we 

have to deal with a few isolated tasks.
 Massive and speedy work requires 

scripting or programming tools. 
 For use on the client side we have 

command line EC2 API Tools.
 EC2 API Tools provide detailed control of 

instance lifecycle, security and storage
 EC2 AMI Tools come installed on all 

Amazon AMI-s. You should install them on 
AMI-s you build.

 EC2 AMI Tools serve many tasks, one of 
the most important is so called “bundling”.



Command Line Reference Page

@Zoran B. Djordjevic
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http://docs.amazonwebservices.com/AWSEC2/latest/CommandLineReference/Welcome.html

http://docs.amazonwebservices.com/AWSEC2/latest/CommandLineReference/Welcome.html
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Download EC2 API Tools ZIP
 File ec2_api_tools.zip comes from
http://aws.amazon.com/developertools/351?_encoding=UTF8&jiveRedirect=1

http://aws.amazon.com/developertools/351?_encoding=UTF8&jiveRedirect=1
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Installation of EC2 API Tools, Windows
 Unzip ec2_api_tools.zip and possibly rename the directory.
 You need Jave 1.5 or later.
 Set the following environmental variables:
JAVA_HOME=C:\Program Files\Java\jdk1.7.0_07

EC2_HOME=C:\AWS\ec2-api-tools-1.6.3.0

EC2_CERT=

  c:\AWS\hu\cert-BMNQ7GNGXBX5YMFAHCISRWDUUDRXQFPH.pem

EC2_PRIVATE_KEY=

  c:\AWS\hu\pk-BMNQ7GNGXBX5YMFAHCISRWDUUDRXQFPH.pem

PATH=C:\AWS\ec2-api-tools-1.6.3.0\bin;

     C:\Program Files\Java\jdk1.7.0_07\bin;…

AWS_ACCESS_KEY= AKJAJYHJT7HMTZJRQ3TQ

AWS_SECRET_KEY=gUlbtSWIrPBcyqhtiTyMwj122OoRPcJ+FlU2rnKE

AWS_URL=https://ec2.us-east-1.amazonaws.com
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Installation of EC2 API Tools on Unix
 Unzip ec2_api_tools.zip
 Set environmental variables in your .bash_profile 

or profile file of whatever shell you are using:
EC2_HOME=~/ec2-api-tools
EC2_CERT=
  ~/.ec2/cert-JYJA2342D231E982332902CQFTARPMTR3.pem
EC2_PRIVATE_KEY=
   ~/.ec2/pk-JYJA2342D231E982332902CQFTARPMTR3.pem
PATH=$PATH:~/ec2-api-tools\bin
AWS_ACCESS_KEY= AKJAJYHJT7HMTZJRQ3TQ
AWS_SECRET_KEY=gUlbtSWIrPBcyqhtiTyMwj122OoRPcJ+FlU2rnKE
AWS_URL=https://ec2.us-east-1.amazonaws.com
 You can do it on the command prompt, as well:
$ export EC2_PRIVATE_KEY=~/.ec2/ec2/pk- 

JYJA2342D231E982332902CQFTARPMTR3.pem
$ export EC2_CERT=~/.ec2/cert- 

JYJA2342D231E982332902CQFTARPMTR3.pem 
 Please note that command line tools use your 

X509 credentials to identify you to the Cloud.
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Partial List of EC2 API Command Line 
ToolsAMIs

 ec2-create-image
 ec2-deregister
 ec2-describe-image-attribute
 ec2-describe-images
 ec2-migrate-bundle
 ec2-migrate-image
 ec2-modify-image-attribute

Availability Zones and 
Regions

 ec2-describe-availability-zones
 ec2-describe-regions

Elastic Block Store
 ec2-attach-volume
 ec2-create-snapshot
 ec2-create-volume
 ec2-delete-snapshot
 ec2-delete-volume
 ec2-describe-snapshot-attribute
 ec2-describe-snapshots
 ec2-describe-volumes
 ec2-detach-volume
 ec2-modify-snapshot-attribute
 ec2-reset-snapshot-attribute

Elastic IP Addresses
 ec2-allocate-address
 ec2-associate-address
 ec2-describe-addresses
 ec2-disassociate-address
 ec2-release-address

General
 ec2-get-console-output

Images
 ec2-register
 ec2-reset-image-attribute

Instances
 ec2-describe-instance-

attribute
 ec2-describe-instances
 ec2-modify-instance-attribute
 ec2-reboot-instances
 ec2-reset-instance-attribute
 ec2-run-instances
 ec2-start-instances
 ec2-stop-instances
 ec2-terminate-instances
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EC2 API Command Line Tools

Key Pairs
 ec2-add-keypair
 ec2-delete-keypair
 ec2-describe-keypairs
 ec2-fingerprint-key
Monitoring
 ec2-monitor-instances
 ec2-unmonitor-instances
 Reserved Instances
 ec2-describe-reserved-instances
 ec2-describe-reserved-instances-

offerings
 ec2-purchase-reserved-instance-

offering
Security Groups
 ec2-add-group
 ec2-authorize
 ec2-delete-group
 ec2-describe-group
 ec2-revoke

Spot Instances
 ec2-cancel-spot-instance-

requests
 ec2-create-spot-datafeed-

subscription
 ec2-delete-spot-datafeed-

subscription
 ec2-describe-spot-datafeed-

subscription
 ec2-describe-spot-instance-

requests
 ec2-describe-spot-price-history
 ec2-request-spot-instances
Windows
 ec2-bundle-instance
 ec2-cancel-bundle-task
 ec2-describe-bundle-tasks
 ec2-get-password
 ec2-get-password-data

 Please note, these are 
Windows or Linux 
commands. 

 Windows users do not need 
Cygwin to run ec2 CLI
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Where to find EC2 AMI Tools

 http://aws.amazon.com/developertools/368

http://aws.amazon.com/developertools/368
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AMI API Tools
 ec2-bundle-image
 ec2-bundle-vol
 ec2-delete-bundle
 ec2-download-bundle
 ec2-migrate-bundle
 ec2-migrate-manifest
 ec2-unbundle
 ec2-upload-bundle
 These are used for bundling of Linux, Unix, 

instances on the instances backed AMI-s 
themselves. 

 Windows’ instances are bundled with a set of 
commands in the EC2 API Set.

  Please note, these are Windows or Linux 
commands. 

  Windows users do not need Cygwin to run ec2 
CLI
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Regions and Availability Zones
 Amazon EC2 allows us to place instances in multiple 

locations. 
 Amazon EC2 locations are composed of Regions and 

Availability Zones and Regions. 
 Regions are located in separate geographic areas (e.g., US 

and EU, South Asia, Japan).  Currently, there are 7 regions.
 Availability Zones are distinct locations within a Region that 

are engineered to be isolated from failures in other 
Availability Zones. They provide inexpensive, low latency 
network connectivity to other Availability Zones in the same 
Region. 

 By launching instances in separate Regions, you design your 
application to be closer to specific customers or to meet 
legal or other requirements. 

 By launching instances in several Availability Zones, you can 
protect your applications from the failure of a single location. 

 The following graphic shows a representation of Amazon 
EC2. Each Region is completely independent. Availability 
Zones are isolated, but connected through low-latency links 
to other zones. 
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Regions and Availability Zones
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Using Command Line Tools

 For example, find existing regions:
C:\ec2> ec2-describe-regions
REGION  eu-west-1       ec2.eu-west-1.amazonaws.com
REGION  sa-east-1       ec2.sa-east-1.amazonaws.com
REGION  us-east-1       ec2.us-east-1.amazonaws.com
REGION  ap-northeast-1  ec2.ap-northeast-1.amazonaws.com
REGION  us-west-2       ec2.us-west-2.amazonaws.com
REGION  us-west-1       ec2.us-west-1.amazonaws.com
REGION  ap-southeast-1  ec2.ap-southeast-1.amazonaws.com

 Find availability zones
C:\ec2>ec2-describe-availability-zones
AVAILABILITYZONE        us-east-1a      available       us-east-1
AVAILABILITYZONE        us-east-1b      available       us-east-1
AVAILABILITYZONE        us-east-1c      available       us-east-1
AVAILABILITYZONE        us-east-1d      available       us-east-1

 Some times it is easier to fetch information on the 
command prompt than to go through the browser.



Find Help for a Specific Command 
--helpc:\AWS\hu>ec2-describe-availability-zones --help

  SYNOPSIS

     ec2daz ([ec2-describe-availability-zones])

     ec2daz [GENERAL OPTIONS] [ZONE [ZONE [...]]]

  GENERAL NOTES

     Any command option/parameter may be passed a value of '-' to indicate

     that values for that option should be read from stdin.

  DESCRIPTION

     List the availability zones you have access to.

     The ZONE parameter specifies the zones(s) to be described.

     If unspecified, all your zones will be returned.

  GENERAL OPTIONS

     -O, --aws-access-key KEY

          AWS Access Key ID. Defaults to the value of the AWS_ACCESS_KEY

          environment variable (if set).

     -K, --private-key KEY

          [DEPRECATED] Specify KEY as the private key to use. Defaults to the va

lue of the

          EC2_PRIVATE_KEY environment variable (if set). Overrides the default.

     --region REGION

          Specify REGION as the web service region to use.

          This option will override the URL specified by the "-U URL" option

          and EC2_URL environment variable.

@Zoran B. Djordjevic
30



31

Review instances associated with you

 Find which instances you have around
C:\ec2> ec2-describe-instances
RESERVATION     r-864932ee      951414139794    lamp-basic
INSTANCE        i-8551a7ee      ami-26df324f    ec2-184-73-

36-42.compute-1.amazonaws.com        ip-10-243-122-
181.ec2.internal  running ec2zdjordj2HU0221   0            
   m1.small        2010-02-22T15:28:53+0000        us-
east-1d      aki-94c527fd    ari-96c527ff            
monitoring-disabled 184.73.36.42    10.243.122.181         
         ebs

BLOCKDEVICE     /dev/sda1       vol-0bed2562    2010-02-
22T01:45:42.000Z

RESERVATION     r-e8483380      951414139794    default
INSTANCE        i-e95ea882      ami-0f54b966                 

   stopped ec2zdjordj2HU0221       0       m1.small        
2010-02-22T01:49:16+

0000    us-east-1d      aki-92ba58fb    ari-94ba58fd         
   monitoring-disabled                             ebs

BLOCKDEVICE     /dev/sda1       vol-13ed257a    2010-02-
22T01:49:28.000Z
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Instance Information in AWS Console
 This is certainly easier to visualize. 
 Unfortunately, you cannot GREP through it, 

though.
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Stop, terminate, start an AMI
C:\ec2> ec2-stop-instances i-8551a7ee

INSTANCE        i-8551a7ee      running stopping

C:\ec2> ec2-start-instances i-e95ea882

INSTANCE        i-e95ea882      stopped pending

C:\ec2> ec2-terminate-instances i-8551a7ee

INSTANCE        i-8551a7ee      stopping        
shutting-down
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Selecting an AMI
C:\ec2> ec2-describe-images -o self -o amazon

IMAGE   ami-27e7004e    /aws-console-quickstart-
amis/perl/1.2/perlquickstart.manifest.xml       amazon  av

IMAGE   ami-60da3d09    /aws-console-quickstart-amis/phpquickstart-
v1.4.manifest.xml    amazon  available

IMAGE   ami-5ee70037    /aws-console-quickstart-
amis/ruby/1.1/rubyquickstart.manifest.xml       amazon  av

IMAGE   ami-45e7002c    /aws-console-quickstart-
amis/tomcat/1.1/tomcatquickstart.manifest.xml   amazon  av

IMAGE   aki-d4ca2dbd    aki-linux-2.6.18.92-92.el5xen-xfs/vmlinuz-
2.6.18.92-92.el5xen.i386.aki.manifest.xm

IMAGE   aki-46e7002f    aki-linux.2.6.21.7-2.fc8xen-
xfs/vmlinuz.manifest.xml    amazon  available   public

IMAGE   ami-84db39ed    amazon/fedora-8-i386-v1.14-std  amazon  available   
    public          i386    ma

BLOCKDEVICEMAPPING      /dev/sda1               snap-b9aa35d0   15
IMAGE   ami-86db39ef    amazon/fedora-8-x86_64-v1.14-std        amazon  

available       public      x86_64
BLOCKDEVICEMAPPING      /dev/sda1               snap-bbaa35d2   15

Synthax:
ec2-describe-images [ami_id ...] [-a] [-o owner ...] 
                [-x user_id] 
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Could narrow the search
C:\ec2> ec2-describe-images -o self -o amazon | 
    egrep -i ami-84db39ed                   -- On Linux
    findstr /i ami-84db39ed                 -- On Windows
IMAGE   ami-84db39ed    amazon/fedora-8-i386-v1.14-std  amazon  

available public i386 machine aki-94c527fd ari-96c527ff ebs

C:\ec2> ec2-describe-images -o self -o amazon | 
   egrep -i ibm

IMAGE   ari-868174ef    ec2-paid-ibm-images-db2/initrd-2.6.16.60-0.29-
xenpae.i38

6.manifest.xml  amazon  available       public          i386    ramdisk
                instance-store  paravirtual     xen
IMAGE   ari-88e60be1    ec2-paid-ibm-images-db2/initrd-2.6.16.60-0.29-

xenpae.i38
6.manifest.xml  amazon  available       public  [devpay: A481895D]      

i386
ramdisk                         instance-store  paravirtual     xen
IMAGE   ari-888174e1    ec2-paid-ibm-images-db2/initrd-2.6.16.60-0.30-

xen.x86_64
.manifest.xml   amazon  available       public          x86_64  ramdisk
                instance-store  paravirtual     xen
paravirtual     xen
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Create, Delete a SSH Key Pair
C:\>ec2-add-keypair ec2zdjordj0222HU > ec2zdjordj0222HU.pem

 Will have to remove the first line, though. Use sed or something.

C:\>ec2-delete-keypair ec2zdjordj0222HU

C:\ec2>rm ec2zdjordj0222HU.pem     -- Linux

C:\ec2>del ec2zdjordje0222HU.pem  -- WIndows
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Launch a new Instance of Instance 
Store AMI

 Let  us find an Instance Stored AMI image using AWS 
Console. We found   ami-74d20b69  in sa-east-1a  
availability zone. 

 You have to point your EC2_URL to the zone, SET 
 EC2_URL=https://ec2.sa-east-1.amazonaws.com
 Launch an instance:
C:\ec2> ec2-run-instances ami-74d20b69  -k  ec2_hu
  --availability-zone sa-east-1a
RESERVATION     r-e67566fb      951414139794    default
INSTANCE        i-df5cbac3      ami-74d20b69               

     pending 0               m1.small        2012-09-
14T20:53:15+0000        sa-east-1a aki-ca8f51d7  
monitoring-disabled instance-store  paravirtual xen 

        sg-7aaa0967     default false 
Note: i-df5cbac3 This is the instance ID.
 You will us the instance ID to refer to that instance, as long 

as the instance is not terminated.
Syntax: ec2-run-instances ami_id [-n instance_count] [-g 

group [-g group ...]] [-k keyname] [-d user_data | -f 
user_data_file] [ --addressing addressing_type] [ --type 
instance_type] [ --availability-zone zone] [ --kernel 
kernel_id] [ --ramdisk ramdisk_id] [ --block-device-
mappingblock_device_mapping] 
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Find out instance status
C:\ec2> ec2-describe-instances i-df5cbac3
RESERVATION     r-e67566fb      951414139794    default

INSTANCE        i-df5cbac3      ami-74d20b69    ec2-177-71-225-
198.sa-east-1.com falsepute.amazonaws.com      ip-10-248-3-
107.sa-east-1.compute.internal running 0 m1.small 2012-09-
14T20:53:15+0000 sa-east-1a      aki-ca8f51d7                   
 monitoring-disabled     177.71.225.198 10.248.3.107            
        instance-store paravirtual     xen sg-7aaa0967     
default 

 Since we forgot to assign a particular security group to the 
new instance, it is assigned the DEFAULT security group. 
DEFAULT sec group might not be what we need. 

 We should have used an existing security group, lamp-
basic, for example.

C:\ec2> ec2-run-instances ami-2cb05345 -k ec2_hu 

 --availability-zone sa-east-1a –group lamp-basic
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Add Authorization to the Security 
Group

 Our instance has security group DEFAULT. So we will 
change ports of the DEFAULT security group

C:\ec2> ec2-authorize default -p 80
GROUP default PERMISSION  default ALLOWS  tcp     80      

80  FROM    CIDR 0.0.0.0/0       ingress
Alternatively:
Client.InvalidPermission.Duplicate: The permission 

'0.0.0.0/0' has already been granted to the specified 
group

C:\ec2> ec2-authorize default -p 22 -s 140.247.251.141/32
GROUP        default
PERMISSION default ALLOWS tcp 22 22 FROM CIDR  

140.247.251.141/32

 Permission for access to port 22 is added. On you Cygwin or 
Linux prompt you could invoke the ssh command, now:

$ ssh -i ec2_hu.pem 
        root@ec2-184-73-12-147.compute-1.amazonaws.com 
 Will work.
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Copy X509 Credentials to the Instance
 At the later stage, in the process called bundling, we will 

need our X509 credentials in /mnt directory of the new 
instance.

 Let us secure copy those files there. On Cygwin or Linux 
prompt on a single line we type:

$ scp -i ec2_hu.pem 
   pk-JYJA2NNBMIKPZNFA5CA6PCQFTARPMH5D.pem 
   cert-JYJA2NNBMIKPZNFA5CA6PCQFTARPMH5D.pem 
   ec2-user@ec2-184-73-12-147.compute-1.amazonaws.com:/mnt
pk-JYJA2NNBMIKPZNFA5CA6PCQFTARPMH5D.pem       100%  926     0.9KB/s   00:00
cert-JYJA2NNBMIKPZNFA5CA6PCQFTARPMH5D.pem     100%  916     0.9KB/s   00:00

Zoran@LENOVOZ /cygdrive/c/ec2
$ ssh -i ec2_hu.pem 
     root@ec2-184-73-12-147.compute-1.amazonaws.com

[root@ip-10-250-7-143 ~]# cd /mnt
[root@ip-10-250-7-143 mnt]# ls
cert-JYJA2NNBMIKPZNFA5CA6PCQFTARPMH5D.pem
lost+found
pk-JYJA2NNBMIKPZNFA5CA6PCQFTARPMH5D.pem
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